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Sumologic

EIanIC Load AWS
Balancer CloudTrail

AWS ENVIRONMENTS

i l:.' Lognes, FR
L8 DR sie

S
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e
™ ] ; g
Piscataway DC

Houston |

Metropark o |

Sumologic Collector
i | . ~
QIR  Palo Alto Firewalls ( New York cd &d :
NS
| t =
Cisco ASA (VPN) < Tokyo DC 3 J b J
k| Domain Controller ( Hammersmith, LDN d b Houston, TX
< e g \_ )
\§ ) \ CORPORATE OFFICES J \_ HOSTING DATA CENTERS Y,

TOEREE) R (ACL) ZERASLVEELT. Web Y—/N\— 7T r—2ay H$—N— BLUT—ER—X
Y—N—Z DT D, Y—/\—RDBEIEIL. ACL DEFBFATFLAEZRLTHRALHAAEDLETEITESND,

TR OESE

TRTOTF—ERISAT UM A DDAV~ R ERTREARLICHET—F £24—0 1 DIcEsShsd. BELA
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|
B cisol.com

i Identity verified

Permissionsj Connection L

The identity of this website has been |

i verified by Go Daddy Secure Certification
Authority but does not have public audit ,
records.

Certificate Information

Your connection Mdsol.com is

encrypted with 256-bit encryption.

The connection uses TLS 1.2.

The connection is encrypted using
AES_256_CBC, with SHA1 for message
authentication and RSA as the key
exchange mechanism.

4. BREDIES{E

AT LEH

H—N—IZT7IERTREFE =—XZED2BEEIL. hRA H—/NN—IZT7IERTEE=OICEERTINEZFTRITINLELD
Do INBDY—IN—IE  ISAT DT —EDDBERET H-OIZHERIZHRHT. BE. B, BLURBLESNF=VRT LA
THD. COEILTIERIE, TRTAVIZEHEINTEREINDS, REENEFTH—/N\—IZ7 IR T EDHENGLGD
=156, %Y T A RANEED AT LIZHT 24FELET I EREIXRYESN S,

959K X274

ATAT—RE ITIFAVEL—TAVTH—ERELTTRV VT H—ER (AWS) ZERAL TS, —FBONETIL,
AWS FATAT—EDREDT —2 15— EEBELTHET S, AWS ATORBET —2DtF1)TAERIET 570, A
TA4T % AWS t¥aY) T DEERGFTMHEERELT=,

MENtEX1)T,  FHEEREEPEERICKIEHOEBTERSINGIYS) JL—F
. WEMtEXaYT/  BF

1) AWS (F, REREELE (HHS) & BRDISATUMILHLEL—ERITTLVD

2) AWS (X, EMDtEF1)T1 F—LAIZEoT 24 BREE 7 BEERSINhS

3) AWS [ZIFREDIFATUIAEY . EDITRTHIET 5=OICHEKELRNILDEF LT ERETILE
"Hd
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AWS (&, Ernst & Young [Z&> T4 1 [@ SOC-1, SOC-2, £&U SOC-3 NEEF#ZITTLNS

ATAT—RIF.AWS DEF1YTAEHET B0, VFATUEESEITHL. 24 BB 7 HD SIEM
BEREITOTLS

REIEDEF1YTa : EROANRS TF9T4R

1)

2)

F—A2ONE D FUYETL U TEITENDBREDZAVAZVR(E Xen NA/IR—N\AHF—|Z&->THEIZH
BN TLVS,
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BEE 1 BE 2 s BEE n
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BE1 D BE 2 D BEZE n D
tXalys4 GIL—T | | wXalTq TIL—T ces X714 JIL—T

IT7ATI4—IL
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AWS DEFFRIEHTHERA
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DEFREECH>THA. LK. TAMN KRB BLUOXELSND ATAT 2 VINITTDEHFOAVTFANSY
FrDEEETIHE L. BESLIVZDY—ERADFERANDEZEER/NRITHNZ 5786 FAICEBFEFEEFA—ILT
BEISERT D, ATAT 2 ARMAEEEE7I0—FEEAL. BEOY—ERICHTHEENARICLE2L—,
TR AEBEN BYIRESNDLIITT S,

tXa)Ta NYFEAOOT UM

BREXFLVTADTI—ME ATAT—EDEF 1) T4ARL—avtr8— (SOC) FfETO—/\ILRybT—2 F
RL—2avtr8— (GNOC) DLV AT LMG ISP DRZYIITTRAL—IEN, ELICZIho b EFERF1)T+EE
% (CISO) & LMEEBICTIRAL—FEND BETI— MM HA—THRREBEADBHMARE, 10T UMRIER
Do—IZBELKRBEIN TV FCOR)—(F, £F2UTA A0 TURDIATH AV EERT 5O DR EIZDU
THSRT D, COFEIT. ARNVMOAULTUDRTE. . HLRAHNSEIR, B EROWICELIETORRME.
ZTOERMBEICEEST 270230 E BT Do ATAT—2E. X2V TAAV I TUMDBRB B R LERERNICI VST UM
HRELTEEIMEREL. Y—ERZHN TEDONEREREBL TATAT —EDISATUMIBHT 5, TRTOM
B AUIFI0DT—EAR—ZEBHUMEEE LR T LATEREIND, ERLRILOEEB L, FREX1)T AT
T—EADXAED—EITEHLSIMET S,

— MBS, REBBEBEGHBERANEFTNS X 2T DEEDSE. RED Nessus ¥y Y—ILFIFHERDHD
HERY —RITES>TEREFFBmEINFMEFHEZATEHEILDICIE 30 BURICHLT 5, BEAMGEIEZ, BE 90 BLL
NIZEEEIND, L. &/ N~ —LRBELTRLLGTANEELRER T HFTE. Ay FRBRASIGL, FIZ L, K
R AR ESN - RELBEBEEALGHMB M EL TE. KA FARIETHLEL Heartbleed +> Shellshock %2&E D
MM ZEFfond,

T—HR—X XaTq

TRTOT—RIEHRMI/NAVITYTENS, BRR/NAVIT VTR DIKELE 1 BEESN, B/ \vIT7yTE 1 B 1
EETENDS, EEGERKRART —2(E 15 DTEICN\VITITEND, \WITVvT T2 BELEhf-XTr—7
[ZERE &AL, Iron Mountain AR B4 TH A DEFICRESN S, Rave DERRT —44LBREFHICTERITER S,
ATAT—=BDTAHFRZVANYRNITITHERITELND,

Rave T—AR—ZAHNDIFA7UMERIZ RBILEFERALTHEEIND BIFITUMIRBIESI T, BIEDT—4%
N—XTHET %,

¥ SQL Server

' {x# SQL Server (EZE A)
, {38 SQL Server (% B)

{x#8 SQL Server (BEZ& C)
6. RET—ER—X

ATAT—ADTFIN I+ — LD ZDMDEFRE, TLFTHUMBEOT IV IITH—ERRNTERTIND, COBRET
[FEROBENRLT TV r—LavE#EL ALN—RY 7 LORLARL—F 425 YRTFLLET ALF—4RRL—
CANZZXLEBRALTT IV —Sav RTINS, EBEIET TV —2ar ORHBICR SN D10 BENEEL
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ESRRBIEE T HFRE) N\

ERX#HE{E (BCP: Business Continuity Plan) &T4%X41)4/81) (DRP: Disaster
Recovery Plan)

EDRABGMES FUT 4P R2A/NEEN(DRP) &, EPHRRAEERERRICLEZENDT7 TA—F THD, TND=H. Th
LOFEHTIE, BB, AE.IT YR—r e EEERITEROD DRP ZIELHETEITRTHIHMALE KR RAAFIZKEIED
FREBNIDELLED, BCP F—LALIXAROEDC KRR 7OV SLORBEDEBZFBLT LI, —E RIBEEHMIK
ISAT UMD TAHFREZYANEEEERT 5, ML, LREEBAHEONE., BER. BIUHBEEEIC+ 21
Y—REERATBHLOIHS,

ATAT=EDTAHFRE JHN)ED R ARG EIL, BERERKICBTOERDOFE. FIE. BEUAIRSIUEER
THLDTHAH FIC. BENDHEBICEEALTHATAT —2EHFT 520 FXEE. NET—4. VAT A BLU
ERGAEHHEOREFIEEEDD,

COFMBEINERGEMIIRDEEYTHD,

REBRIFLEAKFITHT AT T EOMBHELE. TNOoDEM. Wb, BLVOEIBICFIARTRER )Y — D%
E. Ml SFUBEEEEET D
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=9 &3129 %,
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fERE
ESRR 32—
RBEIT—VTLARDA T3>
H—EX TONAE LD aIENLEER

I\ T2yH %G EHE (PRP: Pandemic Response Plan)
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F4H24 Y/ (DR)
£ 1 B0
BIEFIEDOXEL
YER TONAFEDDIFMLRL

F4H 24 JH/3) (DR)

ATAT=BRETAHFRBYNNHEEZEALTEY ., 75—FRAM, F—LOEESE. BIHEEMOFIE, BHFEE., 1>
Ab—ILERY EEBEDF VI )AL BLURBEAGFIREED TS, STENDT T2/ LARET HHEEF., A
TAT—EDYR— F—L BEF—L, BLVTHIVNERF—LAT R TOBERICEDEEZRBNT 5. BHITET .
BF ATV RENBIELE A XBEEE AT H. STEDOKELMFERICE, —ER#F— LN EREER
F—LEBALTH=S,

TR A—REDKEDZEE (. ATAT—EDTAHFRRAVAN)HAbD 1 DTEHEMRGET H. EREA.DR .
BEUTANADKERFIRTRAREREBEEEREE (UPS) TRRITHR—IEND, ChoDERIE, T4—EILFE
BEIRETHETOR (EEIE 12 BLURN). +HEEHERIET S,

R)—

POL-IS-001 Information Security

CORY—, SESFEHHRNTSA N\ — R ADERU D BB ERET D0 AT T 2DV RTLEED
FOIERT BLELHEIDEEDS, EU 95/46, PIPA, FISMA % EDEEAS, thDE/MBOEMERIL, AT4T—4IZ
L. BAADTSAN—EREL. VSATULDEROBEMEE X 1) TAEHRTHIEEFERLTLNS,

POL-CORP-006 Corporate Incident Management Policy

ORIV —IF, EHBRHA L TUIDEEER L R/MEL, AT AT =803y ar LSV AU MR TESLIICT
BI-ODFHBEDERERTFERTY 5. CORVI—ERIT T ATAT—AREEELGEE AT L EIBT Va0, 8LV
BIRZA LA EFHRLI-DEAV O TUMNEBHEEER LIz, COFEICKY, ESR R IEETEIE 2016 F 4 A
29 BZEI - TELLSNT=, -, COFBEIFERF—LICE>TEEENS,

POL-ISP-004 Organizational Security Policy

CORYY—I(F, NER, SHEBDE A CIERREZIE LT HAT 4T —2OMBIC DOV TFHRT B, BRI, NEEERRLER
XTI DERZEVETHDICKL. AEBEERRE Y —FNA—TaH—ERZH DX 1 T152HKS. HEOEF2Y
TAIX EDRRBREEHERT DI, XV TAAUOTUIDEEEM I R/IMET B EITLOTEDRAANDKEE
R/MRICHZDELDTHS,

POL-IS-005 Physical and Environmental Security Policy

ZORY—D B AT RO —/\— JL—LEE BEERRIVROSENTNIATAT—EDTRTOEEXETYT7~D
TOEREFIRT DA AFRERBTHILTH D, SESFHEERICLY . EH=—XEHOAMIKTEH. TI/EREY
BRICHIRT DEHEHRET D, CORI—(E, G <ERICH—ERZRBTEDIRE N ERBMZHA-RETESE
DEHLEIET D,
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POL-IS-006 Asset Classification & Control Policy

ORI —DBEMIZ, BEDHEEERICOVTHOEELREHEFHFRT HLTHD CMODREIT RZYTDIRAE
NEIZLDBRENRELLE T RAV. AR, FEHBNOAT AT —EDERERET H-DICLETHS,

POL-IS-007 Information Security & Privacy Policy Regarding Staff Members

CORYY—IF HR BFEBALTER SN, T B, ATAT—2D RV 7ITERASN S EREF 2 TAIREICDL
THAZVRERETHETH D AT4T—2E BHAEET 5T —2OFARBERZVINEMRL. ChICRET DL
SHWEYT S

POL-ISP-008 Network and Computer Operations Security Policy

CORIVO—DBEMIE, BUGERVET VBRI 1T RUD—DEREHSMIZL, RO T—VEREX )T DI
EMCDOVTHRAL. 51T, 2T =B LERADEREF 1) T OIFEFELATIVERETHETHD, COXE
[, AT AT RO BIEHERVNT—EREF 1) T4 R —EEDH D,

POL-ISP-009 Access Control Security Policy

TR EEXR 1) TR —OBEMIE. AVE1—2DEFEIZET 52— EDIL—ILEEET HETHD, LD IL—
WIE ATAT—=EDIE1—8 DRTLRT—4 (Bl - BEESLUVTS4/30—) OWIE, B, BXIZESURY . B
EEEDHW. BEUEFIVY—ADFREFERIZE O TEIZFEISNDAEELH D ATAT—EDA A—C~ADHEEL R
INRICINZ B ZEEERILTLNS,

THOEAFEEF L TAR)—IE ATAT 2D T—DIEHRINBBEDY —/\— AU 8—FRybH—N— B &
VISAT7oRAVE 12— 2D REEZEEZL. TNODBTHAISNIRBIETIO—EEERT 5,

POL-IS-010 System Development and Maintenance Security Policy

ATAT—REREDBERERBL TS AT4T 2L HIEE L, Z2HE R/H L. SLUCREIC, BICHEHE. B
B. BLUTRAREZERALCCOBREVE T I2EHEEHIDHD, COLIEI AT LDOETORTFICENTHRBHEOR
BEOBHEE. EFXLUTADREINEEEINIHE, ORI —DERATLEIE. HEPZHR (B - MELILEF
B) DAVISRNSIF v BE R/ —D WO RT L ARL—TAVIVRT L EDRRAT I r—ay  B&U
A—H =KLV RTLEET,

EXNGEF )T+ ERERELTERZHEEL. MER IV REANOEBE. RTICEDIETHERV AT AISHEARAL B
ENHD, ML TARTORETYRVERRISEHIEL TR S LICE>TERTES,

POL-ISP-011 Responding to Security Incidents and Malfunctions

ORI —DEME BASRET BHICT —HREFICHIST 5HEICONTO—RHGH ARSIV ERMT HETH
Bo ATAT—RIE ATAT—EDV AT LNERT HI0E1—8 FaTa AV TUMIRIET 510 BEH (LS4
VOREICRYBATNG MBI ZEZHTHEATELL TN DO REAOMLICIESES FHEMNE ST
MENEENSARENAHD, COR)—F BRI IMEDHMEL. WEEHILL THRELZER T 5D DEBRIEH A
FIAUERMT HIEEBMELTND ATAT—REE 1 BT 4RFEBEEEL T, HEOFMNEEFHEL TS,

POL-ISP-013 Compliance Security Policy

CORI—DBHIIE, ATAT—EBE SN TSI OBRHFIEICERS DERBFICA/RN—2a &R ZETHD, A
TAT—ADOBERE. BREF 1) TAET—ETZAN\—CRAL TREGECEREDRHFICEMTED LS HRMTERY
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POL-ISP-014 Mobile Device Security Policy

ZORYS—IE ATAT—8 RBYITMAR—RITAPRTLYS TINARBEDENAINTNARTEFLITI—Vh:
OKTA 235 L TOEHERI COI—CzUbME ATAT—ED L EBREDEL. TNNARETHESILT S, &5
(2. YT —3EATAT =N E—FTHIBRTED K512F 5,

Patient Cloud Dt¥a1Y)51

EEMBNMEREER. AEERSNDIIENEZ L. EENZITE5TERA LSS BRRBVATLEDRILTES, O
AT LDEEEEC, AT 4T —2%, EEMSFICERT IAREELH LI Y M/\— X1 T1IRIEEEICEEL. VAT LA
EEERFLIVINIZITEFHEEET S-ODHBEERTET D, COEEICE TEATAT—EDHAF U RIL NIST SP
800-53 #&U* NIST 800-82 ICHA¥ET 5, FDA DEIEEEL NIST Publications [ZE DTNV,

Patient Cloud Y7k 7D {R#E77O0—F . Clinical Cloud Y7+ 97 DDE D EITRLED, FO—EBILENAILT
INARATEITEIND=OTHDB AT4T—E2DEX 1) T4F—LI%, Patient Cloud DREUERIET 5=H. LTORTY
THEEHLI=.

TV r—2ar DEEtELE 1—L, BREDBENT A THESILENDS LU, BHOYVIEI T TITHARAE
NI=BESEE. ZDESLREICKY . KREBMASTHBSMHFAIZF TS,

% —FK /8—7F« (Coalfire Labs) IZ&ZERDBATACEEREL., EX1) T DHEEEHEL,IOS /N\—P3>
[ZIFBAIEFES=-KR2H5F ., Android /A—23 (215 mAY 1 DR DM o=AEIELT-,

BEIDOHRAI TV EBLCERMRELT —XTIFvELEa— L, TNL AL T — 8tV 3—RAD A —
DICELFETTRTCOBRINRESN TSI ELEHERLZ. CORTAAR—/—TE 2RHEDT—2E252—D
X A)TAHNHERTH S,

Medidata Imaging DtFx1)FT4ETSAN\—DOEEE

2016 F 4 B ATAT—REERAEBREEL LUV T—70—0TON(FTHS Intelemage® #EULTz, ZD
RIARR—/N—TEHATZR)L—EFIBIE— RIS, AT4T—2MNREEEL TS Intelemage (BREDBFIL
IMedidata Imagingl) IZ@#B&h 3, f=1-L. Medidata Imaging &5 (l : InteleGrid®) [, D AT+ F—42E G
MEBRIZHAINTOEL, LT OEMERIE Medidata Imaging &L RIZEAEDLDTH 5.

XaT4EEE

ATAT—ARD Imaging B ANAF M FTAETIIFMIT=ZVHORIZHD 2 DDT—4F U 5—TEHR
ENB,TI=VIRIETAT 4 DEET—EEUH—T 0 T—E2to5—0aAr—30 O/ 5 ThHd, EHLLD
TRt A—4F 1 B.YEBEMEX 1) T LREHBICOVTOEERICERE T Service Organization
Control (SOC1) NEEEZITTLVS, EEICET LML, AT T—2DRFNBE LUEERYS —TSBTES,

(2017 E&Y. ThbDT—HE2H—([21F 1SO 27001:2013 H&L UV FISMA DO RELEMENDIFETH D,
Medidata Houston & &U New York S o DFREEEIFEEH THDT=. TOHBEZEHE KL T Medidata Imaging
ERRICEDDILIFBRA T, ATAT DR HBREREMICERT 510 THS,)
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Medidata Imaging D +¥Fa1)FEEFEEARIL, ISO 27001:2013, NIST 800-53, CoBIT #& ., EBELI=SFIFH+
FaTq BETIICED EEEOERMGEEICIIUTREENS,

1. AVITUMNER

2. THEEHE

3. EEEiE (EEBBLURER)
4. ID BIUTHILRERE
5. eSS OFHELIEE

6. IVT4JL—LavEHE
7. VINIITEN—LITTDIATHA(IIL
8. YEMtEX1)T4a

9. tFaUTAICEATEINL—ZUTEHE
10. TAHRE JVHNYEE DR R

&5(2, Medidata Imaging D1EHREF 1) TAEHSXT L (ISMS) (X, ATAT—EDHEHHE~DOIRYBHD—
RELTHE 1 @LEL—EN3,

PHI 8&U HIPAA DOE A

F  UTOFERIE, 1996 FOERRROETHELEREICET HEE (THIPAAL) TERSW-EFHREEREF
] (TPHI) IS8 51D T, Medidata Imaging DREEZEICIEHREZREITHIEMTRHINTEY., ZEIEZHMEL
=D TIEALY,

PHI [X. HEDEADEEEREHIILES 18 D ID DY EREND, HIPAA ELUTEET HRFNIHEL.
BEDKRTT PHI 2RETILELHY. CNIZIE PHI RSO T4 T4 HBHIRIERZY (TBAA)) ZHEITT S
BEHNEEND,

Medidata Imaging [CEALTI&. L TDZEICIE HIPAA (F@ERASINALY,

1. PHI ZIR&ELALY (Medidata Imaging H—/\—[ZE{EShALY)
2. BEQHADTT PHI #IN&ETS B BEKRABROA I+r—LF DV EUMIEENDHEEHL)
3. BEDARED=OHIZ PHI 2IRET S (BEDABEOHIN)

PHI QIRERE (L #1) (CRET S58MEL T, Medidata Imaging D& G%E ., THFH PHI #IRELLBVKSITHERK
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Medidata Information Security and Privacy

Medidata’s solutions deliver an entire clinical development process through innovative clinical cloud technology.
Whether for your first study or an enterprise solution across multiple phases and therapeutic areas, our suite of
products streamlines key clinical development operations, including protocol development, trial planning and
management, site collaboration, randomization and trial supply management, monitoring, safety event capture,
electronic data capture (EDC) and management, advanced reporting and business analytics. Medidata delivers
clinical cloud computing solutions with high availability, integrity, confidentiality, reliability and the flexibility to enable
customers to access a wide range of applications. Medidata builds services in accordance with security best
practices and provides the appropriate security features in order to ensure end-to-end security and end-to-end
privacy. Ensuring the confidentiality, integrity and availability of customer data is of the highest importance to
Medidata, as is maintaining trust and confidence.

Medidata provides a wide range of information regarding its hosted IT environment to customers through a variety of
white papers, reports, certifications and third-party attestations. This information assists customers in understanding
the controls in place relevant to the Medidata products and services they use and how independent auditors validate
those controls. This information also assists customers in their efforts to account for and to validate that controls are
operating effectively in their extended IT environment.

Overview
Policy

Information security policy defines what it means for a system, organization or other entity to be secure. At Medidata,
it addresses the constraints on behavior of all staff as well as constraints imposed on potential adversaries by
mechanisms such as doors, locks, firewalls and scanners. Medidata constrains access by external systems and
adversaries including programs and access to data by people. To assure the completeness of our security policies,
we follow the ISO 27001 architecture as a baseline, and then supplement this with portions of other recognized
security architectures.

Roles and Responsibilities

Medidata has clearly segregated duties, based on business need, for management of the software-as-a-service
(SaaS) resources. The following lists the typical resource groups and the tasks for which they are responsible.

1. Technology: The Executive Vice President, Technology and Chief Technology Officer (CTO) is the executive
manager of Medidata applications’ technical operations. The span of control covers development, operations
and information security. This position oversees application management from architecture, engineering,
testing and implementation to maintenance. CTO is also responsible for ensuring clients’ technical review,
pre-assessment and audit requests are addressed.

2. DevOps: This team is comprised of individuals who are dedicated to ensuring the continuous working of
Medidata applications.

3. Service Delivery: The service delivery team is comprised of individuals tasked with the installation,
configuration, change and maintenance of all hardware-, software- and infrastructure-related activities to
support the Medidata applications.
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4. Network Operations Center (NOC): The system-monitoring group is responsible for configuring, maintaining
and monitoring alerts and notices critical to ensuring the uptime and health of Medidata applications and
infrastructure.

5. Information Security: The group headed by the Vice President Information Security and Chief Information
Security Officer (CISO) is tasked with the management of policies in the context of publicly accepted
standards, regulations and frameworks as well as the implementation of those controls to ensure that the
security, scalability and stability of the technical environment is maintained..

6. Enterprise Support: The corporate IT team helps support the enterprise IT services to enable Medidata to
operate and conduct its daily business activities. The enterprise support team directly reports into the Chief
Technical Officer (CTO). The enterprise support team does not have access to nor any access into customer-
facing Medidata applications.

Reports, Certifications and Independent Attestations

In 2011, Medidata successfully completed a Service Organization Controls 2 (SOC 2) report in accordance with the
SSAE 16 professional standards. In April 2017 Medidata successfully completed a Service Organization Controls 1
(SOC 1) report for our “Medidata Payments” application. For our United States (U.S.) government clients, Medidata
completed our initial FISMA certification and accreditation in 2009. For international clients concerned with privacy,
we received authorization in 2011 from the U.S. Department of Commerce to participate in the Safe Harbor program
that certifies the protection we afford is equivalent to the protections required in the European Union (EU 95/46). In
addition, in November 2016, the U.S. Department of Commerce approved Medidata's self-certification to the Privacy
Shield program. Medidata also received an 1ISO 27001:2013 certification in October 2016. We will continue to obtain
the appropriate security certifications and conduct audits to demonstrate the security of our products and services.

Physical Security

Medidata has many years of experience in designing, constructing and operating data centers. Our physical security
can best be described as military grade. We employ a combination of building guards, smart-ID badges with
electronic access, video surveillance and biometric scanners. Our buildings are non-descript and only those who
have a legitimate business need know the actual location of these data centers.

Network Security

Network security is a 24-hour-a-day priority at Medidata. We start with border protection that includes routers and
load balancers to provide high availability even during distributed denial of service (DDoS) attacks. Border protection
is bolstered by our firewalls that deny all inbound ports with no identified business purpose as well as outbound ports.
Authorized data that passes through the firewall is then subjected to a series of malware scanners as well an
intrusion detection/prevention system. Monthly, we scan our networks internally; and once a year we submit our
networks to a third-party assessment to identify and correct any new Internet vulnerabilities.
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Application Security

Medidata’s applications are critical to our success, and making sure they are safe and secure for our customers is
paramount. Consequently, we perform numerous internal tests using VeraCode© on our software during the
development process. Then we take our production products and dedicate time for internal hacking (Black Hat).
During this phase, we attempt to uncover and then patch subtle issues that are only detectable with an intimate
knowledge of our source code. Medidata then goes to the next level by evaluating the interoperability of the product
suite to improve the resilience of our products. Medidata also submits our software to third-party assessments to
identify and patch any vulnerability that may have made it to this point in the lifecycle. Vulnerabilities discovered
during internal or external third party testing are logged into Medidata's JIRA™ trouble ticketing system. From there
our internal teams analyze the vulnerability, confirm it and then estimate a remediation date. The assigned team has
sixty (90) days to resolve the request before it is elevated to the CISO for review and possible deadline extension.
After ninety (90) days, it also requires the CIO or the COO review and approval for further extensions. Extensions
are generally granted for situations where a patch isn't available from a software manufacturer, or where a repair
requires extensive development and testing to avoid creating a greater problem upon deployment.

Security of Medidata Applications

Internal Pen Test Black Hat Test Performance Test External Pen Test

Tools Discover Survivable Independent
unigue threats applications verification
Brakeman
BurpSuite Remediate Increase
_ reliability
10S Train
VeraCode developers
Discover
common
threats
Remediate

Figure 1. Application Security
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Data Privacy

Medidata treats the privacy of our customers’ data as a top priority. Global privacy regulations vary considerably, so
our approach is that protecting to the most stringent standards is best. Medidata established a privacy policy and
makes it publicly available. We also protect the data from workstation to destination through the use of a Transport
Layer Security (TLS) encryption with a minimum key length of 256 bits. We review the privacy policies of countries
around the world and make sure our controls comply with the most restrictive for data transferred and stored in the
U.S. To attest to the efficacy of the controls, we have been self-certified in the EU-US Safe Harbor program since
2011 and in 2016 we joined the replacement for Safe Harbor — Privacy Shield.

‘ Medidata Information Security & Privacy

internal staff

Quarterly
Penetration

Tests performed
by third parties

Network Physical Application Certifications
Protection Protection Testing

Firewalls Guards VeraCode SOC-2

Intrusion Electronic Brakeman SOC-1

Detection Checkpoints Burp Suite Pro SOX

Monthly . Biometrics Coalfire Labs FISMA
Vulnerability Video _
Assfessments Surveillance FedRamp (Lite)
performed by Privacy Shield

ISO 27001:2013
HIPAA (Compliance)

Mail Spoof
Prevention
2 Factor
Authentication
Encryption

Figure 2. Data Privacy
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Certifications and Accreditations
ISO 27001:2013

27001
@ ISO 27001:2013 is a security management standard that specifies security management best
...... practices and comprehensive security controls following the ISO 27002 best practice guidance.

This is a widely recognized international security standard in which Medidata clients showed
significant interest. Certification in the standard requires us to:

e Systematically evaluate our information security risks, taking into account the impact of
company threats and vulnerabilities

e Design and implement a comprehensive suite of information security controls and other forms
of risk management to address company and architecture security risks

e Adopt an overarching management process to ensure that the information security controls
meet the our information security needs on an ongoing basis

The key to certification under this standard is the effective management of a rigorous security program. The
Information Security Management System (ISMS) required under this standard defines how we continually manage
security in a holistic, comprehensive way. The ISO 27001:2013 certification is specifically focused on the Medidata
ISMS and measures how our internal processes follow the ISO standard. Certification means a third party accredited
independent auditor has performed an assessment of our processes and controls and confirms we are operating in
alignment with the comprehensive ISO 27001:2013 certification standard.

SOC 2 Type 2

Medidata publishes a Service Organization Controls 2 (SOC 2) report. This audit is the replacement of
the Statement on Auditing Standards No. 70 (SAS 70) Type Il report. The audit for this report is
conducted in accordance with the Statement on Standards for Attestation Engagements No. 16
(SSAE 16) and the International Standards for Assurance Engagements No. 3402 (ISAE 3402)
professional standards. This dual-standard report can meet a broad range of auditing requirements for
U.S. and international auditing bodies. The SOC 2 report audit attests that Medidata data center control objectives
are appropriately designed and that the individual controls defined to safeguard customer data are operating
effectively. Our commitment to the SOC 2 report is ongoing, and we plan to continue our process of periodic audits.

SOC-1Typel

Medidata published its first SOC1 Type 1 report for our “Medidata Payments” application in 2017.
SOC-1 Type 1 reports are examination engagements performed by a service auditor (CPA) in
accordance with Statement on Standards for Attestation Engagements (SSAE) 16, Reporting on
Controls at a Service Organization, to report on the suitability of the design of the controls at a service

organization that are likely to be relevant to an audit of a user entity’s financial statements. Use of a SOC 1° report
is restricted to existing user entities (not potential customers) and their auditors.
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FISMA / FedRAMP

Medidata enables U.S. government agency customers to achieve and sustain compliance with
the Federal Risk and Authorization Management Program (FedRAMP) and the Federal
F I S m H Information Security Management Act (FISMA). The FedRAMP assessment process requires a
T standard approach to security assessment, authorization and continuous monitoring for cloud
products and services which are FISMA compliant. FISMA requires federal agencies to develop, document, and
implement an information security system for its data and infrastructure based on the National Institute of Standards
and Technology Special Publication 800-53, Revision 4 standard (as modified by FedRAMP). FISMA Certification
and Accreditation requires Medidata to implement and operate an extensive set of security configurations and
controls. This includes documenting the management, operational and technical processes used to secure the
physical and virtual infrastructure, as well as the third-party audit of the established processes and controls. Medidata

is evaluated every year to maintain our FISMA authorization for Software as a Service.

Privacy Shield

The EU-U.S. Privacy Shield imposes strong obligations on U.S. companies to protect Europeans’

personal data. It reflects the requirements of the European Court of Justice, which ruled the previous

Safe Harbor framework invalid. The Privacy Shield requires the U.S. to monitor and enforce more

robustly, and cooperate more with European Data Protection Authorities. It includes, for the first
time, written commitments and assurance regarding access to data by public authorities.

What will it mean in practice?
e For Medidata Solutions

0 Self-certify annually that we meet the requirements.

o Display a privacy policy on our website.

0 Reply promptly to any complaints.

o (If handling human resources data) Cooperate and comply with European Data Protection
Authorities.

e  For European Clients of Medidata Solutions

0 More transparency about transfers of personal data to the U.S. and stronger protection of personal
data.

o Easier and cheaper redress possibilities in case of complaints —directly or with the help of your
local Data Protection Authority.

FIPS 140-2

The Federal Information Processing Standard (FIPS) Publication 140-2 is a U.S. government security
standard that specifies the security requirements for cryptographic modules protecting sensitive
information. To support customers with FIPS 140-2 requirements, Medidata Private Cloud VPN
endpoints and TLS-terminating load balancers in Medidata (U.S.) operate using FIPS 140-2 validated
algorithms. Operating in FIPS-140-2 compliance mode does require comparable capabilities at the user browser side
of the connection. While we do not employ FIPS 140-2 certified hardware, we do use the comparable make and
model with fully approved FIPS 140-2 software.

Information Security and Privacy White Paper 9
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Medidata enables covered entities and their business associates subject to the U.S. Health Insurance
Portability and Accountability Act (HIPAA) to leverage the secure Medidata environment to process,
maintain, and store protected health information.

HIPAA

Physical Security
Non-descript buildings

Systems are housed in non-descript buildings that provide no indication that Medidata computers are within.

Uniformed Guards

The buildings we use for most of our data centers have uniformed guards at the entrances checking identification
badges. All visitors to Medidata space must wear a visitor nametag and be escorted within the Medidata space. In our
Cincinnati location uniformed guards are not used, but staff can monitor the modest data center at this location.

Photo-ID Smart Cards

Our data centers employ photo-ID cards to gain access to the database server rooms. In addition to being a positive
identification tool, these ID cards also operate electronic door access locks. Cincinnati has not been upgraded to
photo-ID badge access due to the limited data present at this location.

Biometric Door Locks

Outside of our server room access doors we have a biometric finger scanner that must be used in conjunction with a
PIN code and the photo-ID smart card to gain access. Cincinnati does not employ biometric access.

Video Surveillance

Anyone approaching any of our data centers is recorded on a video surveillance system; the video is stored forever
as well as constantly monitored by our skilled Network Operations Center staff 24x7.

10 Information Security and Privacy White Paper
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Security of Medidata Data Centers

Subjected to Layers of Controls

Malware Physical
Firewall Detection Protection Internet access  Data Leakage
Auto block all Intrusion Guards Encrypted data Encrypt
ports detection Electronic clientto center sensitive cloud
; data
Open only Virus scans checkpoints 2factorl .
required ports Biometrics authent!canon Security incident
Spyware Video fct)rfl\;:ledldata and event
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surveillance , management
E-mail spoof (SIEM)
prevention

Figure 3. Data Center Security

Network Security

Palo Alto Networks PA 5060 Firewall, Virus Scan, & IDP
Certified: [EAL4+, FIPS 140-2, USGV6, UC APL]

Firewall

Medidata provides a comprehensive firewall solution. The inbound firewall is configured in a default deny-all mode
except for ports 80 (HTTP) and/or port 443 (HTTPS). The outbound firewall is in a default deny-all mode. The
firewalls are updated with the most current definitions available on scheduled basis consistent with our change
management procedures. Firewalls are configured to provide OSI model layer 2 (Data Link) through layer 7
(Application) security.

Intrusion Detection & Prevention

An Intrusion Detection System (IDS) was the logical next step for Medidata after deploying firewall technology at the
network perimeter. Medidata’s IDS offers protection from both external and internal attackers—where traffic doesn't
go past the firewall at all. Our systems use signature analysis mechanisms to analyze all traffic for possible hostile
attacks originating from outside the organization and also for system misuse or attacks originating from inside the
organization. Application and network traffic signature pattern matching is used to identify potential security
weaknesses. Protocol anomaly traffic detection analyzes network traffic for known attacks and variations of those
attacks. Updated network traffic signature files are automatically implemented upon release by the vendor.

Information Security and Privacy White Paper 11
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Information Security

Viru

s, Spybot, Spam Scanning

In addition to our IDS and Firewall, Medidata uses a range of scanning tools to further sanitize all data prior to it
traversing our data center networks. These scanning tools notify us in the event something malicious has made it
through our defenses and may attempt to access our systems. Medidata network security lives by the old saying, “An
ounce of prevention is better than a pound of cure.” In this case, a virus/Spybot scan is the prevention.

Security Management

Security Incident and Event Management (SIEM)

12

SumoLogic SIEM System collects log and event data from all network devices and performs true real-time
correlation and notification 24x7

Enables Medidata to automatically take action against threats

Automates security audits using over 120 customizable, out-of-the-box checks based on standards from
NSA, NIST and SANS

Detects data leakage
Analyzes firewall configurations and logs to isolate redundant and unused rules and objects

Models how a new rule, or change to an existing one, will impact our firewall policy—without touching
production devices

Scans our inventory for high-risk firewalls and assesses our risk profile in minutes
Captures audit events:

Logon (unsuccessful and successful) and logout (successful)
Unauthorized access attempts to files (unsuccessful)

Application and session initiation (unsuccessful and successful)

©O O o O

System startup and shutdown (unsuccessful and successful)

o

System administration actions

(o]

Security personnel actions

o Data transfers (from, to, time, size and correlation to norms for that URL)
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Access Control Lists (ACL) are used and managed to segregate web, application and database servers.
Communication between servers is accomplished via an approved ACL address and in conjunction with

authentication.

Encryption during data transmission

All data is transmitted from the client site through the Internet to one of our data centers located in the continental
United States. To maintain the highest level of confidentiality and meet our Privacy Shield requirements, all data is
encrypted with at least 256 bits of key in a TLS. We can also configure the transmission to meet FIPS 140

requirements, if needed.
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Figure 4. Transmission Encryption

System Administration

Administrators with a business need to access the servers are required to use multi-factor authentication to gain
access to host servers. These servers are systems that are specifically designed, built, configured and hardened to
protect our clients’ separation of data. All such access is logged and audited. When an employee no longer has a
business need to access the servers, the privileges and access to these hosts and relevant systems are revoked.

Cloud Security

We use Amazon Web Service (AWS) as our cloud computing service. AWS works with Medidata’s traditional data
center for some of our processing. To assure that our customer data is secure in AWS we have conducted a
comprehensive assessment of the AWS security.

e Physical Security: Military grade with multiple layers of manual and automated controls
e Logical Security: Stellar

1) AWS is subjected to reviews by a large number of clients, including U.S. Department of Health and
Human Services (HHS)
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AWS is monitored 24x7 by a dedicated security team

With a plethora of clients, they must implement security to the highest bar to cover all

AWS has an annual SOC-1, SOC-2 and SOC-3 audit by Ernst & Young

Medidata supplements AWS security with 24x7 SIEM monitoring of our clients and encryption

e Virtualization Security: Industry Best Practice

1)

2)

3)
4)
5)
6)
7
8)

Storage

While data is being processed, different instances running on the same physical machine are isolated
from each other via the Xen hypervisor.

The AWS firewall resides within the hypervisor layer, between the physical network interface and the
instance's virtual interface. All packets must pass through this layer, thus an instance’s neighbors have no
more access to that instance than any other host on the Internet and can be treated as if they are on
separate physical hosts.

The physical RAM is separated using similar mechanisms.

DDoS protection

MITM (Man in the Middle) attack protection

IP Spoofing prohibited at host OS level

Packet Sniffing Promiscuous mode is ineffective at hypervisor level

Configuration Management employed for changes

Customer 1 Customer 2 e Customer n

Hypervisor

Virtual Interfaces

Customer 1 Customer 2 Customer n
Security Groups Security Groups | see Security Groups

_Firewall

Physical Interfaces

Used with AWS permission
Figure 5. AWS Virtualization

Device Decommissioning

When a hard drive reaches the end of its useful life, Medidata procedures include a decommissioning process that is
designed to prevent customer data from being exposed to unauthorized individuals. Medidata uses the industry
standard techniques detailed in DoD 5220.22-M (“National Industrial Security Program Operating Manual”) or NIST
800-88 (“Guidelines for Media Sanitization”) to destroy data as part of the decommissioning process. Until a device
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can be decommissioned using these procedures, the device is physically stored in a locked secure environment in
the server room.

Configuration Management

Emergency, non-routine and other configuration changes to existing Medidata infrastructure are authorized, logged,
tested, approved and documented in accordance with industry norms for similar systems. Medidata communicates
with our customers via telephone or email prior to a software update or infrastructure repair in order to minimize any
impact on the customer and their use of the services. Medidata applies a systematic approach to managing change
so that changes to customer services are thoroughly reviewed, tested, approved and well communicated.

Security Patches and Incident Response

Information Security alerts are escalated from our Security Operations Center (SOC) or Global Network Operations
Center (GNOC) System to the ISP Staff and then to the Corporate Information Security Officer (CISO) and senior
management. Our incident response policy details the circumstances that would trigger a customer alert and how our
customers are to be informed. The policy also references the response for controlling the lifecycle of a security
incident. The plan describes the stages and actions associated with those stages, from identification, preparation and
containment to restoration, notification and post-mortem of an event and or incident. Under reasonable timeframe
following a detection, Medidata will confirm and perform impact analysis of the security incident and inform Medidata
clients through communication channels established in the Services Agreement. All issues are tracked in an online,
database-driven issue management system. Senior level management ensures information security is part of
Medidata’s culture.

In general, security issues that have a high threat of exploitation, in combination with a vulnerability type rated critical
by our internal Nessus scanning tool or authoritative external sources, will be addressed with countermeasures within
30 days. Permanent fixes will usually be implemented within 90 days. However, no patches are applied until we
coordinate with our network of partners to ensure full testing and agreement. Recent worldwide issues like
Heartbleed and Shellshock are examples of a high threat and critical vulnerability that were remediated within hours.

Database Security

All data is backed up on a regular basis. Full backups are performed at least weekly, with incremental backups
performed daily. Critical clinical study data is backed up every 15 minutes. The backed-up data is transferred to tape
in an encrypted format and stored at an off-site location provided by Iron Mountain. Rave clinical data is also fully
duplicated electronically each day to our disaster recovery backup facility.

Client information in our Rave Database is segregated through the use of virtualization. Each client is virtualized and
runs on a separate database. The other elements of our platform execute within the Amazon Web Service in a

Physical 5QL Server

Virtual SQL Server (Cust A)
Virtual 5QL Server {Cust B)
Wirtual SQL Server (Cust C)

Figure 6 Virtual Databases

16 Information Security and Privacy White Paper

27 Jul 2017 Medidata Solutions Proprietary Version: 2017.5



:: medidata

multitenancy environment where multiple customers share the same application, running on the same operating
system, on the same hardware, with the same data-storage mechanism. The distinction between customers is
achieved during our application design, thus customers do not share or see each other's data.

Business Continuity and Disaster Recovery
Business Continuity (BCP) and Disaster Recovery (DRP)

Business Continuity and Disaster Recovery Planning are viewed as a dual approach for the entire business. As such,
the activities involve business management from all functional and business areas, including administrative, human
resources, IT support functions, and DRP for customer products. The BCP Team is responsible for overseeing the
development of the internal business program, while our Service Delivery department oversees the client disaster
recovery planning. Both departments ensure that senior management invests sufficient resources into planning,
monitoring and maintaining the plans.

Medidata’s Disaster Recovery/Business Continuity Plan defines plans, procedures and guidelines for the company in
the event of disaster. Specifically, the plan establishes procedures for recovering business operations, internal data,
systems and critical internal functions to maintain Medidata in the face of unexpected events.

The plan has the following primary objectives:

e To identify, assess, and prioritize Medidata vulnerabilities to emergencies or disasters and the resources
available to prevent or mitigate, respond to, and recover from them.

e To outline short-, medium- and long-range measures to improve Medidata’s capability to respond to and
recover from an emergency.

e To provide for the efficient utilization of all available resources during an emergency.

e To ensure the continuity of operations of Medidata in times of emergency or disaster situations.
Medidata performs traditional backup as well as site-to-site electronic replication of data to protect client data in the
event of a disaster. There is a dedicated disaster recovery site distant from the production data centers. BCP/DR
testing is performed annually.

Plan Components
The Plan is comprised of a number of elements; all working in concert to assure that Medidata meets all known
industry and regulatory requirements.

Business Continuity Plan (BCP)

e Crisis management

e Business center relocation

e Alternate workplace options

e Comprehensive contracts with service providers
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Pandemic Response Plan (PRP)

e Education

e Preventative actions to contain pandemic
¢ Responsibility, Governance

e Policies & Procedures

Disaster Recovery (DR)
e Annual exercises
e Documented recovery procedures

e Comprehensive contracts with service providers

Disaster Recovery (DR)

Medidata has a disaster recovery plan in place, which covers: alert lists, team responsibilities, recovery and
notification procedures, resumption plans, installation tasks, work area checklists and preparedness procedures.
Medidata’s support, product and account management teams would notify all customers of unscheduled downtime
via email initially, via phone if the situation escalates. In conjunction with the senior management team, the service
delivery team designs and maintains the plan.

In the event of a disaster limited to the data center, work would continue at one of the Medidata disaster recovery
sites. All production, DR and testing facilities are fully supported on redundant power feeds and Uninterruptible Power
Supplies (UPS). These will provide full power until diesel generators are brought online (typically within 12 seconds).

Policies
POL-1S-001 Information Security

This policy addresses how our systems should be configured to provide the confidentiality needed to meet various
global privacy regulations. Legislation such as EU 95/46, PIPA, FISMA, and others place legal requirements on
Medidata to protect personal privacy and ensure the confidentiality and security of clients’ information.

POL-CORP-006 Corporate Incident Management Policy

The policy directs the creation and maintenance of plans to enable Medidata to continue its mission and
commitments by preventing and minimizing the impact of discontinuity incidents. As a result of this policy, Medidata
created a corporate incident management plan that details our critical corporate systems, restore actions and restore
timelines. This plan obsoleted the Business Continuity Plan on April 29, 2016 and is managed by our facilities team.

POL-ISP-004 Organizational Security Policy

This policy details the Medidata organization for the protection of information both internally and externally. For
example, an internal control would allocate information security responsibilities, whereas an external control would
address security in third-party service agreements. Organizational Security ensures business continuity and
minimizes business damage by preventing and minimizing the impact of security incidents.
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POL-IS-005 Physical and Environmental Security Policy

The purpose of this policy is to provide guidance that limits access to every office, server room and other Medidata
work area containing sensitive information. We use a variety of controls to satisfy the requirement to physically
restrict access to those people with a business need. This policy also reinforces our requirement for environmental
controls that are resilient and flexible to enable uninterrupted service to our customers.

POL-1S-006 Asset Classification & Control Policy

The purpose of this policy is to detail the essential requirements for asset classification and control. These measures
are needed to help protect Medidata information from disclosure, unavailability or corruption following an error by staff
or compromise by an outsider.

POL-1S-007 Information Security & Privacy Policy Regarding Staff Members

The purpose of this policy, created in concert with our HR department, provides guidance on Information Security
standards applicable to the Medidata staff. We ensure that our staff understand and acknowledge acceptable use of
the data we manage.

POL-ISP-008 Network and Computer Operations Security Policy

The purpose of this policy is to identify the elements of a good network operations security policy, explain the need
for network information security and specify the various categories of network and operations information security.
This document establishes an overarching network operations security policy for Medidata.

POL-ISP-009 Access Control Security Policy

The purpose of the Access Control Security Policy is to define a set of computer connection rules, designed to
minimize the exposure to Medidata computer systems from destruction, theft and loss of data (e.g. confidentiality and
privacy), disruption to business operations, and damage to Medidata’s image which may be caused by unauthorized
use of its electronic resources.

The Access Control Security Policy defines the roles of servers, Internet servers and client computers when
connected to Medidata’s network and defines permissible communications flows between them.

POL-1S-010 System Development and Maintenance Security Policy

Medidata holds large amounts of information. It has a variety of statutory, contractual, regulatory and internal
obligations to process this information in a way that assures its confidentiality, quality and availability at all times.
Security can be compromised by vulnerabilities or inadequacies in the design and maintenance of these systems.
Information systems in this policy include infrastructure, commercial off-the-shelf packages, external systems,
operating systems, business applications and user developed systems, in any format (e.g., paper or electronic).

Basic security requirements should be identified, justified and built into information systems from their conception and
design, through creation and maintenance. This can be achieved by sound risk assessment and mitigation at every
stage.
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POL-ISP-011 Responding to Security Incidents and Malfunctions

The purpose of this policy is to provide general guidelines for how to handle a data breach before an intrusion has
occurred. Medidata is committed to establishing standard guidelines for responding to a computer security incident
involving Medidata’s systems. Attacks are many and varied; they change constantly; and responding to them can
involve a varied assortment of legal and technical issues. This policy is intended to provide an outline of the issues
involved and the practical guidelines to prevent attacks and mitigate damages. Medidata conducts an annual data
breach exercise to evaluate the effectiveness of our plans.

POL-ISP-013 Compliance Security Policy

The purpose of this policy is to be compliant with the regulatory regimes in which Medidata operates, while
encouraging innovation. Medidata's aim is to ensure that effective arrangements are in place to enable us to comply
with our regulatory and international law obligations with regard to Information Security and Data Privacy. We work
closely with legal and regulatory experts within Medidata as well as outside subject matter experts.

POL-ISP-014 Mobile Device Security Policy

This policy addresses the requirements for Medidata staff to use a secure agent, OKTA, on any mobile device like a
smart phone or tablet device. This agent segregates Medidata corporate information and encrypts it on the device.
The agent also permits Medidata to delete that data remotely.
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Patient Cloud Security

As medical devices become more interconnected and interoperable, they can improve the care patients receive and
create efficiencies in the clinical trial system. While designing our systems, Medidata carefully considers possible
cyber security risks that might connect to medical devices, and we develop plans to manage system controls or
software updates. Our guidance in this area originates in NIST SP 800-53 and NIST 800-82. These same NIST
publications were the basis of the FDA recommendations.

The approach to securing the Patient Cloud software differs from the rest of the Clinical Cloud software since part of it
is its executing on a mobile device. The Medidata security team has taken the following steps to assure Patient
Cloud's safety:

¢ Reviewed the design of the application and ensured that all communication to/from the device is encrypted.
Due to the strength of the encryption we obtained an evaluation and approval from the US Government to
export the encryption built into our software.

¢ We had the product penetration tested by a third party, Coalfire Labs, to identify any security weaknesses.
None were found in the iOS version and one was found and corrected in the Android version.

e The operational architecture was reviewed during several design meetings to make sure all information was
being protected from device to storage in our data centers. The data center security for all of our products is
covered in this white paper.

Medidata Imaging Security and Privacy Controls

In April of 2016, Medidata acquired Intelemage®, the medical image management and workflow provider. The
policies and procedures outlined in this White Paper generally apply to Medidata’s current management of
Intelemage, now known as “Medidata Imaging”. The Medidata Imaging products (e.g., InteIeGrid®), however,
are not physically integrated with Medidata’s other offerings. The following additional information is specific to the
Medidata Imaging products.

Security controls.

Medidata’s Imaging offerings operate two data centers, one in Cincinnati, Ohio and another in Phoenix, Arizona.
Phoenix is the primary Tier 4 data center, which is an i/o data center colocation provider. Both data centers have
annual Service Organization Control (SOC1) audits focused on controls for physical security and environmental

maintenance. Further information concerning audits is available in our Requlatory and Audit Policies.

(Starting in 2017, these data centers will also include ISO 27001:2013 and FISMA certifications. Medidata
Houston and New York currently have these certifications, so expanding the scope to include Medidata Imaging
is a straightforward and logical extension to our certification strategy.)

The Medidata Imaging security controls strategy is based on a number of well-established security models,
including ISO 27001:2013, NIST 800-53 and CoBIT. The specific areas of controls include:

Incident management

Change control

Encryption (in transit, and at rest)

Identity and access management
Vulnerability assessment and remediation
Configuration management

Software and hardware lifecycle

Physical security

Security training and education

CoNooRr~ONE
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10. Disaster recovery and business continuity.
Additionally, Medidata Imaging'’s information security management system (ISMS) is reviewed annually as part of
Medidata’s commitment to continuous improvement.

PHI and HIPAA Applicability

NOTE: The following information about electronic protected health information (“PHI") as defined under the
Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) is provided for informational purposes to
Medidata Imaging Customers, and is not legal advice.

PHI is defined as a set of eighteen identifiers that, if present, allow for the identification of a specific individual's
health information. Pursuant to HIPAA and related regulations, PHI must be protected under certain
circumstances, including the requirement for entities handling PHI to execute Business Associate Agreements
(“BAASs").

With regard to Medidata Imaging, HIPAA is not applicable where:

1. PHlis not collected (does not reach Medidata Imaging servers);
2. PHIis collected under a patient authorization (e.g., as part of the Informed Consent in a clinical trial); or
3. PHIis collected for purposes of patient treatment (the patient treatment exception)

In further detail regarding whether PHI is collected (#1 above), Medidata Imaging’s offerings may be configured
to avoid the collection of PHI in the first instance. The offerings provide an “applet” for installation on customer
systems; the applet can then be configured to perform PHI redaction (e.g., of DICOM header information) prior to
the secure transfer of any data to Medidata Imaging. The result is that the data is no longer PHI when it is
securely transferred to Medidata Imaging’s servers.

In addition, certain image types do not contain PHI, regardless of their DICOM header information; such images
would not be subject to HIPAA requirements.

Healthcare sites and other entities who contract with sponsors or contract research organization (CROS)
(an Medidata Imaging Customer”) should direct any further questions regarding Medidata Imaging
security or privacy controls to the Medidata Imaging Customer.

Medidata Regulated Content Management (RCM)

Medidata acquired CHITA, now known as Medidata RCM, in February 2017. RCM provides users with the ability to
create, store, view, edit and jointly work on both regulated and non-regulated content in a single application. The
security control strategy for RCM is based on ISO 27001:2013 and as such the policies and procedures outlined in
this White Paper also apply to Medidata’s management of RCM.

Medidata RCM currently processes in two Equinix co-location data centers, one in San Jose, CA and the other is
Ashburn, VA. Infrastructure support services at these data centers are provided by Synoptek. Equinix data centers

have annual Service Organization Control (SOC-1 and SOC-2) audits and are ISO 27001 certified.

Medidata is planning to relocate RCM processing to its data center in Houston, Texas by the 3 quarter of 2017.

22 Information Security and Privacy White Paper

27 Jul 2017 Medidata Solutions Proprietary Version: 2017.5



:: medidata

Frequently Asked Questions

1. Is the Amazon Web Service as safe and secure as a traditional data center?
Security in the cloud is similar to security in Medidata’s organic data centers. From the client perspective there
are no physical servers or storage devices; both use software-based security tools to monitor and protect the
flow of information into and out of the computing resource.
How is it the same?
e The security tools and techniques Medidata uses in our data center are used in the cloud.

e The same operating system (OS) and Medidata applications are used and updated with the latest security
patches, backups of your data, anti-virus, intrusion detection and security incident and event monitoring
(SIEM) tools.

e Medidata sets up subnets in order to separate environments that should remain isolated from one another—for
example, we separate our development and test environment from your production environment—and then
configures network Access Control Lists (ACLs) to control how traffic is routed between them.

¢ We have multiple users—Ilike developers, testers and administrators—and provide them with their own unique
credentials for accessing AWS resources. We even require them to use multifactor authentication.

¢ We use network monitoring and security management tools from SumoLogic to collect and analyze logs and
network traffic information from our resources.

¢ Medidata performs vulnerability scanning on our systems.

e We are also on the verge of establishing a Virtual Private Cloud (VPC) from our data center to our cloud
resources to add an additional layer of transmission protection. In the VPC our clients will be operating in a
private subnet, not the traditional public subnet.

How is it different?

e Our administrators/developers manage AWS resources remotely instead of locally.

¢ We use software-based security mechanisms instead of hardware-based solutions.

¢ Instead of racking and stacking, our IT support folks will be launching and configuring.

¢ Authentication using digital signatures and crypto keys is required for every Medidata application running in
AWS.

¢ Instead of just a firewall protecting all of your resources, every virtual server also contains a security groups
that act like a secondary firewall.

e The software is hardened through a baseline image of our virtual server (EC2 instance). We create an
Amazon Machine Image (AMI), which is a template that includes our OS, libraries, applications, configurations,
etc. We can then save that baseline image and have it automatically loaded on every new instance launched.

e Operating in a SaaS model versus an onsite data center is physically different. But AWS data centers must
meet Medidata’s specific security requirements and possess certifications like SOC2, ISO 27001 and Safe
Harbor.
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Security Advantages of the Cloud

¢ Instant visibility into our inventory
The first step in securing assets is to know what they are. With tools like AWS Config and resource tagging,
we can always see exactly what cloud assets we’re using at any moment.

e Additional security tools
AWS provides Medidata with a list of security tools specifically designed to monitor and configure the AWS
virtual space that we use.

e Significant DDoS protection
AWS's size and scale makes them more capable and DDoS resilient. The AWS infrastructure is equipped to
handle extremely large amounts of traffic; and when we use AWS services like ELB, Auto Scaling,
CloudWatch and CloudFront, Medidata can architect a highly available system that can help weather DDoS
attacks.

e Security economies of scale
Medidata and its customers reap the same security benefits as the largest corporations when we're in the
AWS cloud. In addition to Medidata’s dedicated security team, AWS also has a large, dedicated security team
and a variety of systems and tools that continuously monitor and protect the underlying cloud infrastructure.

e Continuous hardware replacement and upgrade
AWS is always improving their infrastructure. They replace end-of-life hardware with the latest processors that
not only improve performance and speed, but also include the latest secure platform technology, like the Intel
AES-NI encryption instruction set, which significantly speeds up the execution of the AES algorithm that
Medidata uses.

Why does Medidata use FTPS instead of SFTP?

The two industry standard protocols available for Secure FTP transfers are SFTP (FTP over SSH) and FTPS
(FTP over SSL). Both SFTP and FTPS offer a high level of protection since they implement strong algorithms
such as AES and Triple DES to encrypt any data transferred. Both options also support a wide variety of
functionality with a broad command set for transferring and working with files. So the most notable differences
between SFTP and FTPS is how connections are authenticated and managed.

With SFTP a connection can be authenticated using just a user ID and password to connect to the SFTP server.
SSH keys can also be used to authenticate SFTP connections in addition to, or instead of, passwords. With key-
based authentication, a user would need to generate a SSH private key and public key beforehand. When you
connect to the SFTP server, your software would transmit your public key to the server for authentication. If the
keys match, along with any user/password supplied, then the authentication will succeed.

With FTPS a connection is authenticated using a user ID, password and certificate(s). Like SFTP, the users and
passwords for FTPS connections will also be encrypted. When connecting, your FTPS client will first check if the
server’s certificate is trusted. The certificate is considered trusted if either the certificate was signed off by a
known certificate authority (CA), like VeriSign, or if the certificate was self-signed (by your partner) and you have
a copy of their public certificate in your trusted key store.
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In summary, SFTP and FTPS are both very secure with strong authentication options. However, since FTPS is
much safer to port through our firewall, it fits our overall security architecture, and we are seeing an increasing
percentage of clients adopting FTPS, FTPS was the clear winner for our secure FTP needs.

3. What third-party products are used for processing?

Product: Google Analytics

Category: Site Usage Tooling

Medidata Use:  Tracking website usage. It provides information on user location, language they are
requesting, some performance information, what is done on our site, length of connection, etc.
Google Analytics encrypts its data at rest and stores this data in its own secure data centers.

Product: SocketLabs

Category: Email as a service

Medidata Use:  User data that we send to SocketLabs includes: a) study and study group names; b) the
contents of the custom email property of a study and study group. This is user configurable but
it is typically just instructions on signing up and more information about the pharmaceutical
company and the study; c) email addresses of all of our users; (d) the names of users who are
administrators; (e) activation codes for all user accounts. All of the data that we send to
SocketLabs is also put into emails, so it is data that can be handled by servers anywhere in the
world, no matter which email provider is used. Innocuous data includes: the Medidata logo,
and boilerplate language about being invited to a study and changing your email address.

Product: Newrelic

Category: Application performance management

Medidata Use:  Medidata uses Newrelic to gather performance metrics on our deployed applications, both in
production and non-production environments. These metrics include transaction response
time, web traffic throughput and Apdex score. These metrics are broken down by deployed
instance and are available both for live traffic and historical data. We also capture slow
transactions with Newrelic and detailed information on these slow transactions stored in the
Newrelic system, including a comprehensive list of the calls (both web service and database)
made during the slow request. In order to collect these data from our servers, we install
Newrelic collector daemons on our servers. Newrelic hosts our data in its own secure data
centers. Also, data sent to Newrelic in secured in flight with TLS.

Product: Sumologic

Category: Log aggregation and analytics

Medidata Use:  Most of Medidata's suite of applications send their application, web server and app server logs
to SumoLogic on a periodic basis (generally new log lines are sent to SumoLogic every few
seconds). We employ SumoLogic's collectors on our servers to buffer and send logs to
SumoLogic. We ensure that sensitive information, such as user passwords, third-party
credentials, is not written to our logs, either on server or in SumoLogic. SumoLogic sends our
historical log files to AWS's Simple Storage Service (s3) on our behalf so we can undertake
analysis of this historical data with, e.g., map-reduce tools if need be. SumoLogic also has a Ul
and API for log analysis, alerting and custom dashboarding.
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4. Which pieces of the platform are Single Instance Multi-tenant (SIMT) and which are

Multi Instance Single-tenant (MIST)?

Product SIMT | Datastore Location

Balance Yes mySQL AWS

Cloud Admin Yes MySQL AWS

Coder Yes SQL Server AWS

CSA Yes PostgreSQL AWS

CTMS No mySQL AWS

Grants Manager Yes SQLServer AWS
Medidata Data

. Y M L

Imaging es ySQ Center

iMedidata (including authMedidata) Yes mySQL and PostgreSQL AWS
Medidata Data

: Y SQLS

Insights es QLServer Center

MCC Platform services (mAudit, etc.) Yes AWS s3 AWS

Patient Cloud Yes mySQL AWS

Payments No mySQL AWS

Rave (incl. Rave Web Ser_wces, SAS on Medidata Data

Demand, ODM Adaptor, File Transfer, No SQLServer

i Center

JReview etc.)
Medidata Data

Rave Ad-Hoc Reporting (BO4) ves SQL Server Center
Medidata Data

Y SQLS

RaveX es QL Server Center

RCM Yes mySQL Equinix
Medidata Data

Safety Gateway ves SQLServer Center
Medidata Data

Y L
SOM es SQLServer Center
TSDV No SQLServer AWS
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